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Robust Networked Control of
Discrete Event Systems
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Abstract— In this paper, we investigate the robust control
problem of discrete event systems in a networked environment.
In other words, we use a supervisor to control several pos-
sible plants (discrete event systems) to achieve given specifi-
cations when there are communication delays and losses in
communication networks linking the supervisor and the plants.
We translate the robust networked control problem into a conven-
tional networked control problem by constructing an augmented
automaton for all possible plants and an augmented specification
automaton for the corresponding specification automata. We then
solve the robust networked control problem. We consider two
cases. The first case is when all the specifications are the same.
For this case, we derive a necessary and sufficient condition
for the existence of a robust networked supervisor. The second
case is when the specifications are different, which is more
general compared with the first case. In the second case, we
can only obtain a sufficient condition for the existence of a
networked supervisor. The results are illustrated by an example
of customized products filling line.

Note to Practitioners—Nowadays, it is very common to use
networks to transmit information in complex engineering systems
for all kinds of purposes, such as control, monitoring, and
so on. Hence, we need to consider communication delays and
losses when we design controllers/supervisors for these networked
systems. One problem for these complex engineering systems is
that we do not always know the specified model, only know that
it is one of several possible models. For example, we may want
to use the same supervisor to control different systems such as
several machines. These facts motivate us to investigate the robust
networked control problem of networked discrete event systems.
The results of this paper can be used to guide the design of
robust supervisors in a networked environment as we illustrate
in this paper.

Index Terms— Automata, controllability, discrete event
systems, networked control, observability, robust control.

I. INTRODUCTION

AS NETWORKS are more and more widely used in engi-
neering systems, closed-loop control nowadays is often

implemented via a shared communication network. In other
words, the controller and the system to be controlled (plant)
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are often located in different places connected via a com-
munication network that may be shared with other plants,
controllers, and devices. Networks bring us many advantages,
such as more flexibility, easy to maintain and update, and
so on. However, communication delays and losses that exist in
shared networks may degrade the control performance. Such
delays and losses pose a big challenge to controller synthesis
not only in continuous variable dynamic systems [1], [6], but
also in discrete event systems [4], [9], [13], [18].

For networked control of discrete event systems, one of
the early works is done by Balemi [2], who considers the
supervisor synthesis problem of discrete event systems with
communication delays. It discusses the case with complete
event observation. After that, Park and Cho [14]–[16] discuss
the networked control problem of discrete event systems with
partial observations. They assume that all the controllable
events are observable and every controllable event is disabled
by default and permitted to occur only at the moment when
the control command issued by the supervisor is arrived after
possible delays. This assumption is restrictive but simplifies
the control problem of discrete event systems with commu-
nication delays and the existence condition of a supervisor
can then be derived. In addition, Tripakis [23] discusses the
control problem of discrete event systems when there are
communication delays among decentralized supervisors.

Recently, Lin [9] investigates the general networked control
problem of discrete event systems. Observation delays and
losses as well as control delays and losses are investigated
in [9]. The control objective is to ensure that all trajecto-
ries (strings) that may be generated by the supervised system
are equal to a legal language called specification. To find a nec-
essary and sufficient condition for the existence of a networked
supervisor, network observability and network controllability
are introduced to deal with observation delays/losses and
control delays/losses, respectively. It is then proved in [9] that
a networked supervisor exists if and only if the specification
language describing the control objective is both network
controllable and network observable. It is shown in [9] that
control is not unique even after the same string generated by
the plant. Due to possible communication delays and losses,
a string may be permitted to occur for some observations and
controls, but not permitted to occur for the other observations
and controls. In other words, whether a string can be generated
by the supervised (closed loop) system is nondeterministic.
The same string can be generated in some circumstances
but cannot be generated in some other circumstances. This
nondeterminism does not occur in nonnetworked systems.
Hence, unlike nonnetworked systems, the language generated
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by the supervised networked system is not unique. In [9],
the largest language generated by the supervised system is
considered.

Both the largest and smallest languages generated by a
supervised system are considered by Shu and Lin [21], [22].
The goal is to synthesize a networked supervisor such that the
behavior of the supervised system is both legal (that is, the
largest language is contained in a given legal or safe language)
and adequate (that is, the smallest language contains a given
minimally required language). A necessary and sufficient
condition for the existence of such a supervisor is derived.
An algorithm to check the condition is obtained. When the
condition is satisfied, a state-estimate-based control policy is
proposed and implemented. Centralized supervision is inves-
tigated in [22], and decentralized supervision is investigated
in [21].

In this paper, we continue the work on networked control
of discrete event systems as studied in the framework of [9].
We consider communication delays and losses in both observa-
tion channel and control channel. However, unlike the situation
in [9], in this paper, we want to use one networked supervisor
to control several plants instead of only one plant. This
robust control problem is meaningful in practical applications,
where, for various reasons, we do not know or do not want
to know the plant exactly. We only know that it is one of
several possible plants. We want to use the same supervisor to
control different plants such as several machines. To solve
this robust networked control problem, our approach is as
follows. We first construct an augmented automaton from
all possible plant automata and an augmented specification
automaton from the corresponding specification automata.
We then translate the robust networked control problem into
a conventional networked control problem. This allows us to
use the results of the conventional networked control in [9] to
solve the robust networked control problem. We consider two
cases. The first case is when all specifications are the same.
In this case, we derive a necessary and sufficient condition for
the existence of a robust networked supervisor. The second
case is when some specifications are different. The second case
is more general than the first case. However, in the second
case, we can only obtain a sufficient condition for the existence
of a robust networked supervisor.

Robust control of (nonnetworked) discrete event systems
is first investigated by Lin [10]. The goal is to design a
supervisor for several plants, where each plant is modeled as a
deterministic automaton. A necessary and sufficient condition
for the existence of a robust supervisor is derived in [10].
Takai [25] extends the results to the case of timed discrete
event systems. Bourdon et al. [3] investigate the possibility of
blocking by studying the case, where the languages are not
prefix-closed and each plant model has a different specifica-
tion language. Robust nonblocking supervisory control under
partial observation is investigated by Saboori and Zad [20],
where a necessary and sufficient condition for the existence of
a robust supervisor is found. Park and Lim [17] extend Lin’s
results to the case that the plant models are nondeterministic.
Economakos and Koumboulis [7] propose a more effective
algorithm to calculate a robust controller. Cury and Krogh [5]

Fig. 1. Typical networked control structure for discrete event systems.

and Takai [24], [26] also investigate the robust control prob-
lem. To the best of our knowledge, there is no work on
the robust control of discrete event systems in a network
environment.

This paper is organized as follows. In Section II, we
briefly review the results on the networked control of discrete
event systems in [9]. In Section III, we consider the robust
networked control problem with single control objective (one
specification). In Section IV, we extend the results to multiple
control objectives (several specifications). Examples are given
throughout this paper to illustrate the results. Some prelim-
inary results on robust networked control of discrete event
systems are presented in a conference paper [28]. Most results
in this paper, however, are not in [28].

II. NETWORKED CONTROL OF DISCRETE EVENT SYSTEMS

Let us briefly review the results on networked control
of discrete event systems proposed in [9]. A typical net-
worked control structure of discrete event systems is shown
in Fig. 1. The supervisor and the plant communicate with each
other via a communication network that is shared with other
devices.

The plant is modeled by an automaton [4], [18]

G = (Q,�, δ, q0)

where Q is the set of finite states, � is the set of finite
events, q0 is the initial state, and δ : Q × � → Q is the
transition function that describes the dynamics of the system.
The transition function is extended to δ : Q × �∗ → Q
in the usual way. We use (q, σ, q ′) to denote a transition if
δ(q, σ ) = q ′. We denote the set of all the transitions in G also
by δ as

δ = {(q, σ, q ′) : q, q ′ ∈ Q ∧ σ ∈ � ∧ δ(q, σ ) = q ′}.
As usual, we assume that some events are unobservable

and some events are uncontrollable [4], [13], [18]. The set
of controllable events is denoted by �c ⊆ �, and the set of
uncontrollable events is denoted by �uc = �\�c. The set
of observable events is denoted by �o ⊆ �, and the set of
unobservable events is denoted by �uo = �\�o. The set of
observable transitions is denoted by δo = {(q, σ, q ′) ∈ δ :
σ ∈ �o}, and the set of unobservable transitions is denoted
by δuo = δ\δo. δo is further divided into δL and δo\δL . δL is
the set of transitions that may be lost in observation channel.
We assume that the communication delays in observation
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channel are upper bounded by N steps, which means that an
event will reach the supervisor within the occurrence of the
next N events [9].

Denote the observation mapping under partial event obser-
vation, observation delays, and losses by �DL(s). Let s be
the sequence of events occurred so far in G. Depending on
communication delays and losses, the supervisor will observe
one of the strings in �DL(s), denoted by

t ∈ �DL(s).

Note that �DL(s) is a set due to the nonuniqueness of the
observation under communication delays and losses. The state
estimate after observing t is defined as

E(t) = {
q ∈ Q : (∃s ∈ L(G))s ∈ �−1

DL(t) ∧ δ(q0, s) = q
}

where �−1
DL is the inverse mapping: �−1

DL(t) = {s ∈ L(G) :
t ∈ �DL(s)}.

We use networked observer to calculate state estimate E(t).
The networked observer is constructed as follows.

Step 1: Replace the unobservable transitions in δuo by
ε-transitions and add parallel ε-transitions to the transitions
that may be lost in δL to obtain

GL = LOSS(G) = (Q,�o, δloss, q0)

where

δloss = {(q, σ, q ′) : (q, σ, q ′) ∈ δo}
∪{(q, ε, q ′) : (q, σ, q ′) ∈ δuo ∪ δL}.

Step 2: Build the observer for GL , that is

GL ,obs = OBS(GL) = (X,�o, ξ, xo)

= Ac(2Q,�o, ξ, UR(q0))

where Ac(·) denotes the accessible part, and UR(·) denotes
the unobservable reach, which is defined, for x ∈ Q, as

UR(x) = {q ∈ Q : (∃q ′ ∈ x)δloss(q
′, ε) = q}.

The transition function ξ is defined, for x ∈ X and
σ ∈ �o, as

ξ(x, σ ) = UR({q ∈ Q : (∃q ′ ∈ x)δ(q ′, σ ) = q}).
Step 3: For every state xi in X = {x1, x2, . . . , xn}, replace

it by yi as

yi = R(xi ) = {q ∈ Q : (∃q ′ ∈ xi )(∃s ∈ �∗)|s| ≤ N

∧ δ(q ′, s) = q}
where |s| denotes the length of s.

Step 4: Finally, construct the networked observer as

GDL,obs = DL(GL ,obs) = (Y,�o, ς, y0)

where Y = {y1, y2, . . . , yn}, y0 = R(x0), and ς =
{(yi , σ, y j ) : (xi , σ, x j ) ∈ ξ}.

The state estimate E(t) can be determined using
Proposition 1 [9].

Proposition 1: After observing t , the state estimate E(t) is
given by

E(t) = ς(y0, t).

We use a state-estimate-based networked supervisor γ to
control the plant. The networked supervisor γ is defined as a
mapping

γ : 2Q → 2�.

Given a state estimate E(t) ∈ 2Q , γ (E(t)) is the set of events
to be disabled.

To obtain state-estimate-based networked supervisor γ , we
proceed as follows. Suppose the control objective is to achieve
a given (prefix-closed) specification language K ⊆ L(G),
that is, the supervised (closed loop) system is to generate K .
We assume that without loss of generality, K can be generated
by a subautomaton H � G, that is, K = L(H ) for some

H = (QH ,�, δH , q0)

where QH ⊆ Q and δH = δ |Q H ⊆ δ. Intuitively, the state-
estimate-based networked supervisor γ will disable transitions
that are prohibited in H , that is

γ (E(t)) = {σ ∈ � : (∃q ∈ E(t))q ∈ QH

∧δ(q, σ ) ∈ Q − QH }.
Similar to communication delays and losses in observation

channel, there are also communication delays and losses in
control channel. We assume that communication delays and
losses in control channel are bounded by M steps. We further
assume that the supervisor will always use the latest control
command received and the initial control command is received
without losses or delays [9].

Considering communication delays and losses in both obser-
vation and control channels, the language generated by the
supervised system or closed-loop system is defined as follows.

Definition 1: The language L(G, γ ) generated by the super-
vised system under observation delays and losses described
by �DL with an upper bound N as well as control delays and
losses bound by M is defined recursively as follows.

1) The empty string belongs to L(G, γ )

ε ∈ L(G, γ ).

2) If s belongs to L(G, γ ), then for any σ ∈ �, sσ belongs
to L(G, γ ) if and only if sσ is allowed in L(G) and σ
is uncontrollable or is not disabled by the supervisor in
one of the past M control commands

(∀s ∈ L(G, γ ))(∀σ ∈ �)sσ ∈ L(G, γ )

⇔ sσ ∈ L(G) ∧ (σ ∈ �uc ∨ (∃t0 ∈ �DL(s))

σ /∈ γ (E(t0)) ∨ (∃t1 ∈ �DL(s−1))σ /∈ γ (E(t1))

∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM )))

where s−i denote the prefix of s with the last i events
removed.

To obtain a necessary and sufficient condition to ensure
L(G, γ ) = K , network controllability and network observ-
ability are introduced in [9].1

Definition 2: Given a nonempty closed language
K ⊆ L(G) and an upper bound M on control delays

1There is an error in the definition of network controllability in [9].
A correction is given in [8].

Authorized licensed use limited to: University Town Library of Shenzhen. Downloaded on May 13,2021 at 02:57:27 UTC from IEEE Xplore.  Restrictions apply. 



WANG et al.: ROBUST NETWORKED CONTROL OF DISCRETE EVENT SYSTEMS 1531

Fig. 2. Typical robust networked control structure of discrete event systems.

and losses, we say K is network controllable with respect to
L(G) and �uc if

(∀s ∈ K )(∀σ ∈ �)sσ ∈ L(G) ∧ (σ ∈ �uc

∨σ �∈ (L(G) − K )/s−1 ∨ σ �∈ (L(G) − K )/s−2

∨ · · · ∨ σ �∈ (L(G) − K )/s−M ) ⇒ sσ ∈ K

where K/s−i is defined as K/s−i = {s′ ∈ �∗ : s−i s′ ∈ K }.
Definition 3: Given a nonempty closed language K ⊆

L(G) and the observation mapping under communication
delays and losses described by �DL with an upper bound N ,
we say that K is network observable with respect to L(G) and
�DL if

(∀sσ ∈ L(G))sσ ∈ K

⇒ ((∃t ∈ �DL(s))
(∀s′ ∈ �−1

DL(t)
)
s′ ∈ K

∧ s′σ ∈ L(G) ⇒ s′σ ∈ K ).
Based on Definitions 1–3, the following necessary and

sufficient condition is proved in [9].
Theorem 1: Consider a networked discrete event system G

with communication delays and losses in observation channel,
described �DL (bounded by N), and with communication
delays and losses in control channel bounded by M . For a
nonempty closed specification language K ⊆ L(G) modeled
as subautomaton H � G, there exists a state-estimate-based
networked supervisor γ : 2Q → 2� such that L(G, γ ) = K
if and only if: 1) K is network controllable with respect to
L(G) and �uc and 2) K is network observable with respect
to L(G) and �DL.

III. ROBUST NETWORKED CONTROL

WITH SINGLE OBJECTIVE

In some practical applications, we may not know or may not
want to know the plant exactly. We only know that it is one
of several possible plants. We investigate the robust networked
control problem of designing a networked supervisor to control
these plants to achieve some given specifications. A typical
robust networked control structure of discrete event systems
is shown in Fig. 2.

A. Problem Statement

In Fig. 2, there are n possible plants, and each plant is
modeled as a discrete event system

Gi = (Qi ,�, δi , q0,i ) i = 1, 2, . . . , n.

The set of all the plants is denoted by

G = {G1, G2, . . . , Gn}.
Each plant Gi ∈ G has its set of transitions δL ,i that may be

lost in observation. As before, observation delays are bounded
by N steps for all Gi ∈ G. Control delays and losses are
bounded by M steps for all Gi ∈ G.

The control objective is to achieve a specification lan-
guage K for all possible Gi ∈ G. We assume K ⊆ L(Gi )
for all Gi ∈ G. Without loss of generality, we further
assume that K is generated by a subautomaton of Gi for all
i = 1, 2, . . . , n, that is K = L(H1) = L(H2) = · · · = L(Hn)
with

Hi = (Qi,H ,�, δi,H , q0,i ) � Gi

where Qi,H ⊆ Qi and δi,H = δi | Qi,H . Formally, the robust
networked control problem can be stated as follows.

Robust Networked Control Problem With Single Objective:
Given a set of possible plants G = {G1, G2, . . . , Gn} and
a single control objective described by a nonempty closed
specification language K ⊆ L(Gi ), i = 1, 2, . . . , n modeled
as subautomaton Hi � Gi for all Gi ∈ G (that is, K = L(Hi )).
Assume that observation delays and losses are described by
�DL,i and bounded by N for all Gi ∈ G, and control
delays and losses are bounded by M for all Gi ∈ G. Find a
robust state-estimate-based networked supervisor γ such that
L(Gi , γ ) = K for all Gi ∈ G.

B. Augmented Plant Automaton and Augmented
Specification Automaton

To solve robust networked control problem with single
objective (RNCP-SO), we first construct a new augmented
plant automaton G denoted by

G = (Q,�, δ, q0).

G is constructed as follows.
Step 1: For all i = 1, 2, . . . , n, we extend Gi by adding a

dump state di and the corresponding transitions. The extension
operation is denoted by Ext(·), that is

G̃i = Ext(Gi ) = (
Qi ∪ {di},�, δext

i , q0,i
)

= (
Q̃i ,�, δext

i , q0,i
)

where

Q̃i = Qi ∪ {di}
δext

i (q, σ ) =
{

δi (q, σ ) if δi (q, δ) is defined

di otherwise.

Note that L(G̃i ) = �∗ for all i = 1, 2, . . . , n.
Step 2: Automation G̃ is constructed using product opera-

tion, that is

G̃ = G̃1 × G̃2 × · · · × G̃n = (Q̃,�, δ̃, q0)

where

Q̃ = Q̃1 × Q̃2 × · · · × Q̃n

δ̃((q1, . . . , qn), σ ) = (
δext

1 (q1, σ ), . . . , δext
n (qn, σ )

)

q0 = (q0,1, q0,2, . . . , q0,n).
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Step 3: Remove the state (d1, d2, . . . , dn) as RS(·) opera-
tion, that is

G = RS(G̃, {(d1, d2, . . . , dn)})
= Ac(Q̃ − {(d1, d2, . . . , dn)},�, δ, q0)

= (Q,�, δ, q0)

where

δ(q, σ ) =
{

δ̃(q, σ ) if δ̃(q, σ ) /∈ (d1, d2, . . . , dn)

undefined otherwise.

The set of transitions that may be lost in observation
channels is denoted by

δL = {(
(q1, q2, . . . , qn), σ,

(
q ′

1, q ′
2, . . . , q ′

n

))

: (∃i = 1, 2, . . . , n)
(
qi , σ, q ′

i

) ∈ δL ,i
}
.

We assume that the observation delays and losses are consis-
tent, so that �DL = �DL,1 = �DL,2 = · · · = �DL,n . In other
words

(∀i = 1, 2, . . . , n)(∀s ∈ L(Gi ))�DL(s) = �DL,i (s).

This is reasonable to assume because observation channel is
the same for all possible plants. Under this assumption, a
transition may be lost in G if and only if the corresponding
transitions may be lost in Gi whenever they are defined.

In this section, we consider the case where K = L(H1) =
L(H2) = · · · = L(Hn). In Section IV, we will consider the
case when the above is not true. The procedure described in
the following works for both cases.

We define the set of illegal states in G̃ as (Q̃1 − Q1,H ) ×
(Q̃2 − Q2,H ) · · · × (Q̃n − Qn,H ). Then, by removing these
illegal states in Q̃, we obtain a subautomaton H � G as

H = RS(G̃, (Q̃1 − Q1,H ) × · · · × (Q̃n −Qn,H ))

= Ac(Q̃−((Q̃1−Q1,H ) × · · · × (Q̃n −Qn,H )),�, δH , q0)

= (QH ,�, δH , q0)

where

δH (q, σ ) =

⎧
⎪⎨

⎪⎩

δ̃(q, σ ) if δ̃(q, σ ) ∈ Q̃ − ((Q̃1 − Q1,H )

× · · · × (Q̃n − Qn,H ))

undefined otherwise.

We combine the operations for finding augmented plant
automaton as operation Pla(·)

G = Pla(G1, G2, . . . , Gn) = (Q,�, δ, q0).

We combine the operations for finding augmented specification
automaton as operation Spe(·)

H = Spe(G1, . . . , Gn, H1, . . . , Hn) = (QH ,�, δH , q0).

The procedure to construct G and H is summarized in
Algorithm 1.

Clearly, from Algorithm 1, the number of states in G is
the product of the numbers of states in Gi . The complexity
of Algorithm 1 is linear with respect to the number of states
in G, that is, O(|Q|) = O(|Q1| . . . |Qn |).

For the augmented plant automaton G and augmented
specification automaton H , we have Propositions 2 and 3.

Algorithm 1 Construct the Augmented Plant Automaton G
and Augmented Specification Automaton H
Input: Gi , i = 1, 2, . . . , n;

Hi , i = 1, 2, . . . , n;
Output: G, H ;
1: (∀i = 1, 2, . . . , n) G̃i = Ext (Gi );
2: G̃ = G̃1 × G̃2 × · · · × G̃n;
3: G = RS(G̃, {(d1, d2, . . . , dn)});
4: H = RS(G̃, (Q̃1 − Q1,H ) × · · · × (Q̃n − Qn,H ));
5: End.

Proposition 2: The language generated by the augmented
plant automaton G is given by

L(G) = L(Pla(G1, . . . , Gn)) = L(G1) ∪ · · · ∪ L(Gn).
Proof:

L(G) = L(Pla(G1, G2, . . . , Gn))

= L(RS(G̃, {(d1, d2, . . . , dn)})
= L(G̃) − (�∗ − L(G1) ∪ L(G2) ∪ · · · ∪ L(Gn))

= �∗ − (�∗ − L(G1) ∪ L(G2) ∪ · · · ∪ L(Gn))

= L(G1) ∪ L(G2) ∪ · · · ∪ L(Gn).

Proposition 3: The language generated by the augmented
specification automaton H is given by

L(H ) = L(H1) ∪ L(H2) ∪ · · · ∪ L(Hn).
Proof:

L(H ) = L(Spe(G1, G2, . . . , Gn, H1, H2, . . . , Hn))

= L(RS(G̃, (Q̃1 − Q1,H ) × · · · × (Q̃n − Qn,H )))

= L(G̃) − (�∗ − L(H1) ∪ L(H2) ∪ · · · ∪ L(Hn))

= �∗ − (�∗ − L(H1) ∪ L(H2) ∪ · · · ∪ L(Hn))

= L(H1) ∪ L(H2) ∪ · · · ∪ L(Hn).

Let us use Example 1 to illustrate how to construct the
augmented plant automaton G and the augmented specification
automaton H .

Example 1: Consider G1, G2, H1, and H2 shown in Fig. 3.
We add dump states d1 and d2 to G1 and G2 and add

transitions for d1 and d2. G̃1 = Ext (G1) and G̃2 = Ext (G2)
are shown in Fig. 4.

Using the product operation, we obtain G̃ shown in Fig. 5.
We then obtain G = RS(G̃, {(d1, d2)}) by deleting the

state (d1, d2) and the transitions connected to (d1, d2) in G̃.
Similarly, H = RS(G̃, (Q̃ − (Q̃1 − Q1,H ) × (Q̃2 − Q2,H )))
is obtained by deleting illegal states and their transitions.
G and H are shown in Fig. 6.

C. Solution to RNCP-SO

Using the augmented plant automaton of G, we can con-
struct the networked observer, as discussed in Section II

GDL,obs = (Y,�o, ς, y0).
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Fig. 3. Plants and specification automata. (a) G1. (b) G2. (c) H1. (d) H2.

Fig. 4. Extended automata of (a) G1 and (b) G2.

Fig. 5. G̃ = G̃1 × G̃2.

After observing string t , the state estimate E(t) is given
by E(t) = ς(y0, t). A state-estimate-based networked super-
visor γ for G is then given by

γ (E(t)) = {σ ∈ � : (∃q ∈ E(t))q ∈ QH

∧ δ(q, σ ) ∈ Q − QH }.
We can now prove the following result that gives a necessary

and sufficient condition for the existence of robust networked
supervisor γ .

Fig. 6. (a) Augmented plant automaton G . (b) Augmented specification
automaton H .

Theorem 2: For RNCP-SO, there exists a robust
state-estimate-based networked supervisor γ such that
L(Gi , γ ) = K for all Gi ∈ G if and only if: 1) K is
network controllable with respect to L(G) and �uc
and 2) K is network observable with respect to L(G)
and �DL.

Proof: By Theorem 1, L(G, γ ) = K if and only if:
1) K is network controllable with respect to L(G) and �uc and
2) K is network observable with respect to L(G) and �DL.
Hence, we need to prove

(∀i = 1, 2, . . . , n)L(Gi , γ ) = K ⇔ L(G, γ ) = K .

IF part. We assume that L(G, γ ) = K and prove for all
i = 1, 2, . . . , n

L(Gi , γ ) = K

by induction on the length of the strings.
1) Base: By definition, ε ∈ L(Gi , γ ) and ε ∈ K . Therefore,

for |s| = |ε| = 0, the following statement holds:

ε ∈ K ⇔ ε ∈ L(Gi , γ ).

2) Induction Hypothesis: Assume that for all s ∈ �∗,
|s| ≤ j

s ∈ K ⇔ s ∈ L(Gi , γ ).

3) Induction Step: We show that for all s ∈ �∗, σ ∈ �,
|sσ | = j + 1

sσ ∈ K ⇔ sσ ∈ L(Gi , γ ).
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Indeed

sσ ∈ K

⇔ s ∈ K ∧ sσ ∈ L(G, γ )

(by the assumption that L(G, γ ) = K )

⇔ s ∈ L(Gi , γ ) ∧ sσ ∈ L(G, γ )

(by the induction hypethesis)

⇔ s ∈ L(Gi , γ )∧s ∈ L(G, γ )∧(σ ∈ �uc ∨ (∃t0 ∈ �DL(s))

σ /∈ γ (E(t0)) ∨ (∃t1 ∈ �DL(s−1))σ /∈ γ (E(t1))

∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM ))) ∧ sσ ∈ L(G)

(by the definition of L(G, γ ))

⇔ sσ ∈ L(Gi , γ ) ∧ s ∈ L(G, γ )

(by the definition of L(Gi , γ ))

⇔ sσ ∈ L(Gi , γ )

ONLY IF part. We assume that for all i = 1, 2, . . . , n,
L(Gi , γ ) = K and prove

L(G, γ ) = K

by contradiction. There are two cases that we need to
discuss.

Case 1: There exists sσ ∈ L(G) such that

sσ ∈ K ∧ s ∈ L(G, γ ) ∧ sσ �∈ L(G, γ ).

In this case, we have

sσ ∈ K ∧ s ∈ L(G, γ ) ∧ sσ �∈ L(G, γ )

⇒ sσ ∈ L(G) ∧ s ∈ L(G, γ ) ∧ sσ �∈ L(G, γ )

⇒ ¬(σ ∈ �uc ∨ (∃t0 ∈ �DL(s))σ /∈ γ (E(t0))

∨ (∃t1 ∈ �DL(s−1))σ /∈ γ (E(t1))

∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM )))

⇒ (∀i = 1, 2, . . . , n)

¬ (σ ∈ �uc ∨ (∃t0 ∈ �DL,i (s))σ /∈ γ (E(t0))

∨ (∃t1 ∈ �DL,i (s−1))σ /∈ γ (E(t1))

∨ · · · ∨ (∃tM ∈ �DL,i (s−M ))σ /∈ γ (E(tM )))

(because �DL = �DL,i )

⇒ (∀i = 1, 2, . . . , n)sσ �∈ L(Gi , γ ).

Since sσ ∈ K , this contradicts the assumption L(Gi , γ ) = K .
Case 2: There exists sσ ∈ L(G) such that

sσ ∈ L(G, γ ) ∧ s ∈ K ∧ sσ �∈ K .

In this case, we have

sσ ∈ L(G, γ )

⇒ sσ ∈ L(G, γ ) ∧ sσ ∈ L(G) = L(G1) ∪ · · · ∪ L(Gn)

⇒ sσ ∈ L(G, γ ) ∧ (∃i = 1, 2, . . . , n)sσ ∈ L(Gi )

⇒ (∃i = 1, 2, . . . , n)sσ ∈ L(Gi , γ ).

Since sσ �∈ K , this contradicts the assumption
L(Gi , γ ) = K .

If the necessary and sufficient condition is satisfied, then
the robust state-estimate-based networked supervisor can be
synthesized using (1).

Let us use Example 2 to illustrate the results of
Theorem 2.

Example 2: In this example, we consider a networked
robust control for a customized product filling line.

With the advance of new technologies, such as Industrial 4.0
and Internet of Things and Services, the current customers
and manufacturing structures are being changed to supply cus-
tomized services and products. Customers can order a product
online with customer-specific requirements. The requirements
will be transferred to a Smart Factory, and a one-off product
will be manufactured in the Smart Factory.

One-off items and low volumes production make a Smart
Factory complicated and difficult to control. On one hand, the
Smart Factory must be able to manufacture different products
in one machine or one production line. On the other hand,
it also needs to manufacture the same product in different
machines or production lines. Some control in Smart Factory
can be accomplished by using the robust control approach pro-
posed here. We illustrate the applications of robust networked
control theory using an example of a hand sanitizer filling
production line.

In an advanced hand sanitizer filling production line, empty
bottles are marked with Radio Frequency Identification (RFID)
tag by the orders from different customers. Machines in the
production line identify the tags, choose the right production
types, fill bottles with different master batches, drawing pow-
ders, essences, pigments, and so on, seal the bottles with color
caps, and paste different trademarks if necessary. We take the
advanced toning section of a production line as an example.

The toning section has two toning machines, one new
machine and one old machine run in parallel and indepen-
dently. Products can be produced in one of the machines or in
both machines if needed. Although two machines are different,
we would like to design one controller that works for both.

In the machines, the color of hand sanitizer is matched by
mixing pigments A, B, and/or C. Pigment A (B or C) can be
filled into the bottle by valve V1 (V2 or V3). The unit volume
can be measured by meter M1 (M2 or M3). When a bottle is
moved into the toning machine, the toning machine identifies
the specification of the product and then fills the bottle.

The new toning machine can select one or two of these
three pigments, or all of them, or special color with double
shots of A and one shot of B. Therefore, the new machine can
manufacture products in eight different colors with only three
pigments. The bottle is moved out when color is mixed. The
structure of the new toning machine is shown in Fig. 7.

The events of the new toning machine are listed and
described in Table I with i = 1, 2, 3. The meters will signal
when the volume of pigment meets the given value. Thus,
βi is observable but not controllable. The valves are closed by
the meters automatically when the value is reached and are
not reported to the supervisor. Hence, ηi is uncontrollable and
unobservable. The automaton G1 of the new toning machine
is shown in Fig. 8.

The production line also has an old toning machine, which is
shown in Fig. 9, with less flexibility. The old machine can only
mix any two pigments from pigments A, B, and C. It can also
use a premixed pigment D which is a special color with double
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Fig. 7. New toning machine in the filling production line.

TABLE I

LIST OF EVENTS AND THEIR DESCRIPTIONS IN THE TONING MACHINES

Fig. 8. Automaton G1 of the new toning machine.

Fig. 9. Old toning machine in the filling production line.

shots of A and one shot of B. Therefore, the old machine can
manufacture products with four different colors. The events
of the old toning machine are also listed in Table I, but with
i = 1, 2, 3, 4. The automaton G2 of the old machine is shown
in Fig. 10.

These two different machines can make the same products.
It is meaningful to design one supervisor for two machines
that produces the same product, especially when there is a

Fig. 10. Automaton G2 of the old toning machine.

Fig. 11. Control specifications (a) H1 and (b) H2 for G1 and G2.

large order. Consider, for example, the order of hand sanitizer
whose color is mixed pigments A and B. The control objects
for two machines are K1 = K2 = (λα1β1η1α2β2η2μ)∗, and
they are generated by automata H1 and H2 with K = L(H1) =
L(H2), which are shown in Fig. 11.2 Assume that the upper
bound on observation delays is N = 1 and the upper bound on
control delays is M = 1. Can we find a robust state-estimate-
based networked supervisor to achieve K in both G1 and G2?

To answer the above question, we construct the augmented
plant automaton G = Pla(G1, G2) and augmented spec-
ification automaton H = Spe(G1, G2, H1, H2) by using
Algorithm 1. In the process of constructing G and H , dump
states U and W are added to G̃1 and G̃2. G and H are shown
in Figs. 12 and 13. In Figs. 12 and 13, for example, state A0
is used to denote state (A, 0) in the product operation.

Recently, we have developed theorems and algorithms to
check network controllability and network observability [27].3

Assume that N = 1, M = 1, and β3 may be lost. It can
be checked that K = L(H ) is network controllable and
network observable with respect to L(G), �uc, and �DL.
Hence, by Theorem 2, there exists a robust state-estimate-
based networked supervisor γ such that L(G1, γ ) = K =
L(H1) and L(G2, γ ) = K = L(H2).

To obtain the robust networked supervisor, we construct
network observer GDL,obs for observation mapping �DL as
follows. First, the unobservable transitions are replaced by
ε-transition and the transitions that may be lost are paralleled
by ε-transition. Second, the observer GL ,obs is constructed by
converting a nondeterministic automaton into a deterministic

2For simplicity of presentation, we consider only control objective of
producing one product. The results can be easily extended to producing more
than one common products.

3Network controllability and network observability can be tested with
computational complexity of O(|�||Q|2|QH |M) and O(|�||Q||QH |2 N2),
respectively.
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Fig. 12. Augmented plant automaton G .

Fig. 13. Augmented specification automaton H .

automaton. Third, networked observer GDL,obs is obtained by
extending states in GL ,obs. Finally, the networked observer
GDL,obs is shown in Fig. 14. The robust networked supervisor
is based on GDL,obs and works as follows.

1) Initially, the networked supervisor enables λ and α1 and
disables α2, α3, and α4.

2) When λα1 is observed (after possible delay), the current
state in network observer GDL,obs is Y 19(C2, D3, E4).
Thus, the networked supervisor enables α2 and disables
μ and α3.

3) After λα1β1α2 is observed, the current state in network
observer GDL,obs is Y 18(F5, G6, H 7). The networked
supervisor enables μ and disables α1 and α3.

4) After λα1β1α2β2μ is observed, bottle is mixed with the
right color and moved out. The machine returns to the
initial state.

If the upper bound M = N = 1 is changed to M = 1
and N = 2, then network observability is no longer satisfied.
Hence, we cannot find a robust networked supervisor to realize
K = L(H ) on G1 and G2.

IV. ROBUST NETWORKED CONTROL

WITH MULTIPLE OBJECTIVES

A. Problem Statement

In Section III, we investigate robust networked control with
single objective, that is, the control objective is described
by a specification language K ⊆ L(Gi ) for all Gi ∈ G.
In practice, however, the control objectives may be different
for each Gi . In other words, for each plant, the control
objective is described by a specification language Ki ⊆ L(Gi ).
In general, Ki �= K j for i �= j (i, j = 1, 2, . . . , n). In this
section, we investigate the robust networked control problem
with multiple objectives (RNCP-MO).

Without loss of generality, we assume that Ki is generated
by a subautomaton Hi � Gi , that is, Ki = L(Hi) for all
i = 1, 2, . . . , n. Denote

Gi = (Qi ,�, δi , q0,i )

Hi = (Qi,H ,�, δi,H , q0,i ) � Gi

where Qi,H ⊆ Qi and δi,H = δi | Qi,H . Formally, the
RNCP-MO is stated as follows.

Robust Networked Control Problem With Multiple
Objectives: Given a set of possible plants G =
{G1, G2, . . . , Gn}. For each Gi ∈ G, a control objective
is given by a nonempty closed specification language
Ki ⊆ L(Gi ) modeled as subautomaton Hi � Gi . Assume
that observation delays and losses are described by �DL,i
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Fig. 14. Networked observer of G when N = 1.

and bounded by N for all Gi ∈ G, and control delays
and losses are bounded by M for all Gi ∈ G. Find a
robust state-estimate-based networked supervisor γ such that
L(Gi , γ ) = Ki for all Gi ∈ G.

B. Solution to RNCP-MO

To solve RNCP-MO, we defined augmented specification
language K as

K = K1 ∪ K2 ∪ · · · ∪ Kn .

K is generated by the augmented specification automaton

H = Spe(G1, . . . , Gn, H1, . . . , Hn).

We use the networked observer

GDL,obs = (Y,�o, ς, y0)

to obtain a state-estimate-based networked supervisor γ

γ (E(t)) = {σ ∈ � : (∃q ∈ E(t))

q ∈ QH ∧ δ(q, σ ) ∈ Q − QH }.

To find the conditions for the existence of solutions for
RNCP-MO, we first prove Lemma 1.

Lemma 1: Consider a networked discrete event system G
with observation delays and losses described �DL (bounded
by N), and with control delays and losses bounded by M . For
a nonempty closed specification language K ⊆ L(G) modeled
as subautomaton H � G, if there exists a state-estimate-based
networked supervisor γ : 2Q → 2� such that L(G, γ ) = K ,
then, for any other plant G′ such that L(G′) ⊆ L(G), we have
L(G′, γ ) = K ∩ L(G′). In other words

L(G, γ ) = K ⇒ L(G′, γ ) = K ∩ L(G′).
Proof: Assume that L(G, γ ) = K . We prove that for all

s ∈ �∗

s ∈ L(G′, γ ) ⇔ s ∈ K ∩ L(G′)
by induction on the length of the string s.

1) Base: Since K is nonempty and closed, ε ∈ K ∩ L(G′).
By definition, ε ∈ L(G′, γ ). Therefore, for |s| = |ε| = 0, the
following statement holds:

ε ∈ L(G′, γ ) ⇔ ε ∈ K ∩ L(G′).
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2) Induction Hypothesis: Assume that for all s ∈ �∗,
|s| ≤ n

s ∈ L(G′, γ ) ⇔ s ∈ K ∩ L(G′).

3) Induction Step: We show that for all s ∈ �∗, σ ∈ �,
|sσ | = n + 1

sσ ∈ L(G′, γ ) ⇔ sσ ∈ K ∩ L(G′).

Indeed

sσ ∈ L(G′, γ )

⇔ s ∈ L(G′, γ ) ∧ sσ ∈ L(G′) ∧ (σ ∈ �uc ∨ (∃t0 ∈ �DL(s))

σ /∈ γ (E(t0)) ∨ (∃t1 ∈ �DL(s−1))σ /∈ γ (E(t1))

∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM )))

(by the definition of L(G′, γ ))

⇔ s ∈ K ∩ L(G′) ∧ sσ ∈ L(G′) ∧ (σ ∈ �uc

∨ (∃t0 ∈ �DL(s))σ /∈ γ (E(t0)) ∨ (∃t1 ∈ �DL(s−1))

σ /∈ γ (E(t1)) ∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM )))

(by the induction hypothesis)

⇔ s ∈ K ∩ L(G′) ∧ sσ ∈ L(G′) ∧ sσ ∈ L(G) ∧ (σ ∈ �uc

∨ (∃t0 ∈ �DL(s))σ /∈ γ (E(t0)) ∨ (∃t1 ∈ �DL(s−1))

σ /∈ γ (E(t1)) ∨ · · · ∨ (∃tM ∈ �DL(s−M ))σ /∈ γ (E(tM )))

(because L(G′) ⊆ L(G))

⇔ s ∈ K ∩ L(G′) ∧ sσ ∈ L(G′) ∧ sσ ∈ L(G, γ )

(by the definition of L(G, γ ))

⇔ s ∈ K ∩ L(G′) ∧ sσ ∈ L(G′) ∧ sσ ∈ K

(because L(G, γ ) = K )

⇔ sσ ∈ K ∩ L(G′).

We can now prove Theorem 3.
Theorem 3: For RNCP-MO, there exists a robust state-

estimate-based networked supervisor γ such that L(Gi , γ ) =
Ki for all Gi ∈ G if: 1) K is network controllable with
respect to L(G) and �uc; 2) K is network observable with
respect to L(G) and �DL; and 3) Ki = L(Gi ) ∩ K , for all
i = 1, 2, . . . , n.

Proof: Assume that: 1) K is network controllable with
respect to L(G) and �uc and 2) K is network observable
with respect to L(G) and �DL. By Theorem 1, we have
L(G, γ ) = K . Then

L(G, γ ) = K

⇒ (∀i = 1, 2, . . . , n)L(Gi , γ ) = L(Gi ) ∩ K

(by Lemma 1)

⇒ (∀i = 1, 2, . . . , n)L(Gi , γ ) = Ki

(by Condition (3)).

Let us use Example 3 to illustrate the results of robust
networked control with multiple objectives.

Example 3: We continue to consider the Smart Factory
discussed in Example 2. If Smart Factory obtains two online
orders for two different products P1 and P2, it is convenient

Fig. 15. Control specifications (a) H ′
1 and (b) H ′

2 and augmented specification
automaton (c) H ′.

and meaningful to design one supervisor for two machines,
so that one machine produces P1 and the other machine
produces P2. Suppose that the color of P1 is matched with
pigment C only which will be produced on the new toning
machine, and the color of P2 is matched with pigment D only
which will be produced on the old toning machine. Hence,
the control specification of G1 is K ′

1 = L(H ′
1) and the control

specification of G2 is K ′
2 = L(H ′

2). The automata H ′
1 and H ′

2
are shown as Fig. 15.

The augmented plan automaton G and networked observer
are the same as Figs. 12 and 14. The augmented specification
automation H ′ = Spe(G1, G2, H ′

1, H ′
2) is shown as Fig. 15.

Assume that N = 1, M = 1, and β3 may be lost. It can
be checked that K ′′ = L(H ′) is network controllable and
network observable with respect to L(G), �uc, and �DL.
Furthermore, K ′

1 = L(G1) ∩ K ′′ and K ′
2 = L(G2) ∩ K ′′.

Hence, by Theorem 3, there exists a robust state-estimate-
based networked supervisor γ such that L(G1, γ ) = K ′

1 and
L(G2, γ ) = K ′

2.
The robust networked control works as follows.
1) Initially, the networked supervisor enables λ, α3, and α4

and disables α1 and α2.
2) If λα3 is observed, the current state of network observer

is Y 1 (LW, MW, K W, AW ). The networked supervisor
enables μ.

3) If λα4 is observed, the current state of network observer
is Y 29 (U15, U16, U7). The networked supervisor
enables μ.

4) After λα3β3μ or λα4β4μ is observed, bottle is mixed
with the right color and moved out. The machine returns
to the initial state.

On the other hand, if we change the control specifications
to K ′′

1 = L(H ′′
1 ) for G1 and K ′′

2 = L(H ′′
2 ) for G2, then the

condition K ′′
i = L(Gi ) ∩ K ′′, for i = 1, 2, is not satisfied.

K ′′
1 , K ′′

2 , and K ′′ are shown as Fig. 16. In fact, there is a
conflict in control. In order to realize H ′′

1 on G1, μ needs to
be disabled after observing λα1β1α2β2. However, H ′′

2 cannot
realized on G2 if μ is disabled.
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Fig. 16. Control specifications (a) H ′′
1 and (b) H ′′

2 and augmented specifi-
cation automaton (c) H ′′.

V. CONCLUSION

In this paper, we investigated the robust networked control
problem of discrete event systems. The main contributions of
this paper are as follows.

1) We formulated the robust networked control problem of
discrete event systems for single objective and multiple
objectives, respectively.

2) We proposed a method to construct an augmented plant
automaton for all possible plants and an augmented
specification automaton for the corresponding specifi-
cations. They are used to translate the robust networked
control problem into a conventional networked control
problem.

3) We derived the necessary and sufficient conditions for
the solution of the robust networked control problem
with single objective and a sufficient condition for
multiple objectives.

4) When the robust networked control problem is solvable,
we propose a state-estimate-based solution for both the
case with single objective and the case with multiple
objectives. With these results, we successfully solve
the robust networked control problem. For the future
works, we plan to extend the results in this paper
to decentralized control [11], [12], [19] and modular
control [29].
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